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UCT doctoral graduate’s app to protect patient information from
abuse
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Despite enaction of the Data Protection and Privacy Act (DPPA) 2019, Uganda's healthcare
sector still faces persistent challenges with data privacy and security violations driven by
staff misuse of digital platforms and other factors. This has led to low compliance among



hospital employees, widening the gap between regulatory frameworks and practical
implementation.

For her PhD in Information Systems at the University of Cape Town (UCT), Naluwadda
Barbara Kayonde aimed to identify a practical way to help health workers protect patients’
personal information and comply with the law when using electronic health information
systems.

To achieve this, she developed a mobile application, DPPAce, designed to improve
compliance with the law in Electronic Health Information Systems (EHIS), by addressing
three DPPA provisions: data minimisation, transparency and retention. Her doctoral thesis is
titled “Developing a mobile-app to enhance hospital employees' compliance with the Data
Protection and Privacy Act in Electronic Health Information Systems”.

"I found that compliance is not simply about knowing the law. It depends on how well
several things work together: the technology health workers use; their confidence, attitudes
and trust; the hospital environment, including its rules, colleagues and how responsibilities
are shared; and the challenges and benefits health workers associate with complying with
the law,” said Kayonde.

Kayonde will graduate for her PhD in Information Systems at UCT'’s Sarah Baartman Hall on
Wednesday, 9 September 2026. She was supervised by Professor Michael Kyobe.

Her study focused on three provisions of the Act: collecting only necessary information,
being transparent with patients about how their information is used and keeping information
only for as long as necessary.

Kayonde was drawn to the topic by a long-standing concern in privacy research: how people
can retain control over their personal information after sharing it with others.

“Westin raised this issue as far back as 1967, and it is particularly important in healthcare,
where patients share some of the most sensitive information about themselves. I became
interested in how privacy can be compromised through routine practices, such as collecting
more information than is necessary, sharing information inappropriately, or keeping records
longer than required.

"I wanted to understand why this gap persists despite the existence of data protection laws,
and more importantly, to develop something practical that could help address it,” she said.

Kayonde believes her research will help protect patients from the consequences of poor data
handling, including as stigma, embarrassment or discrimination.

"By helping health workers collect only what is necessary, explain how information will be
used and keep it only for the required period, it strengthens patient dignity and trust in
digital healthcare. For hospitals, better compliance can reduce data breaches, reputational
damage and costly fines or other penalties arising from non-compliance,” she explained.

“Passing a law is only the beginning. Real compliance happens where people, technology,
institutions and the law are aligned. We may have good legislation, but if health workers do
not understand what it requires, the technology does not support them, or the organisation
does not create the right environment, the law may not achieve its purpose,” Kayonde
argued.


https://commerce.uct.ac.za/departments/information-systems

“This is also why African researchers need to be involved in designing technologies and
policies that respond to the realities of our institutions and the people who use them,” she
said.

Kayonde is a lecturer in the Department of Information Systems at Makerere University
Business School (MUBS). Her work mainly involves teaching and research in Information
Systems, with particular interests in data protection and privacy, responsible artificial
intelligence, digital innovation and design science research.
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